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1.1 Firewall AnalyzericD\WT

ManageEngine Firewall Analyzerid, YILFRYEF—DUTM - 774 79+ —J)b. 70O
FOoH-—N—DATEREL. —THICEETZY—-ITT,

INE L7207 O#ENATHRIEY. BEOOVARAMULIZEBOTS—MNER, 7747
DA —ILICEEEINTWSIL—IILOEE/EBAERL T,

1.2 RRY—NMNPY THA RICDOWT

ARAY—NT v THA KTl Firewall Analyzer (LLF. FWA) DA ¥ X M—ILAED
SEBARICDELRYERE. HAaEOBEICOVWTREEHLITT,
AAA RIE, EILR12.6.110 (2023F28178BY YV —R) 2 EITERLTWET,

FWAD Y J—ZEJL RIZDWTIE, UTFAEISRBEIN,
https://www.manageengine.jp/products/Firewall_Analyzer/support.html#eol

AEICEEBOHEIL. FWADERKREZRIERETT,
—ERHEEEIX. AETIREIYEFE - THEY FHA,

FWADI—H—<=Za7 )L, UT%E TSBEIW,
https://www.manageengine.jp/products/Firewall_Analyzer/help/

1.3 XEOBHNENRHH

FEE. FWAZBASINhHBP A L MRZERINSHD. ARBOBEEZF
BUCEMEL, CHAZRAKIZ2EITOREREZERIZ2IEZBANELTVWET,

2 Eh{FIR1E
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https://www.manageengine.jp/products/Firewall_Analyzer/support.html#eol
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=R/NDN— KD T7HENKIE. LTORBY TY,

e CPU : 3.5GHz Quad CorellA t
e XTE! :8GBLLLE
e N—KF4R%Y :90GBLLLE

FWA'CLiEIOGJ/n.E"PEIOw{%ﬁﬁﬁfﬁkmb’c AV TBERERELTVET,
YAV ITDERIILUTA TR EX
xO 7 RE=1RE DO/ X7y ML

X E) K
5000 7 /M EF T 4GB
500~10000 7/'/# 4AGBILE
1000~20000 7'/# 8GB
200~30000 7/'/7 8~16GB

N—KRT1 X7 (REFHME)

n7nx& 18 1;8E 1" A8 3N A 6/ H 15/
5000 2/ 12GB 38GB 100GB 210GB 320GB 630GB
1000 7/ 18GB 65GB 150GB 400GB 720GB 1.2TB
3000 /% 40GB 150GB 440GB 1TB 1.5TB 2.5TB
5000 2/ 90GB 300GB 720GB 1.8TB 3.4TB 6TB
10000 /% 180GB 640GB 1.4TB 3.5TB 6TB 10.5TB
20000 7/# 364GB 1.31TB 3.03TB 7.2TB 13.5TB 21.1TB
30000 7/# 546GB 1.97TB 4.5TB 10.8TB 20.3TB 31.6TB

xﬁa@ﬂ—/*‘—ﬂ49‘ya“c¢ 0SYV—REEELTHY XA,
SIN—RFARIVYA X T—AAT+AVTYIR+T—IR—AHY M4 X =551
x

*xHEDOTHAICEL, ERAY—N"—TIHRWEESZEZHERELTWET (Z0ft
D7 TNV r—2arhRAY—N"—LTHELTWRIEE. +0R2Y Y —XE2BRETER
WigE»HYET) .

xZBARNC, FHMiARTO CHRREDRIIZHE L 7,

X RIEE Dsyslogx. ¥ — K/3—F 1 —Dsyslogt —/N— R H TFirewall Analyzert —
IN—|TBRIET B T EIFFEHRDOER T, NS TV a—FT14 Vv ITDORRITIE LT, 3
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REBEHODEREIE (BHHEEEBN) 2 CXANT2HEDNTIVETOT, Hohnl
HTTELSIEI,

xFWADKEEET, OV REZHRT I ENTEET,
https://www.manageengine.jp/support/kb/Firewall_Analyzer/?p=2189

2.2 OSEH

FWADOSEMH X, LLTFDBEY TY,

Windows Server 2012

Windows Server 2012 R2
Windows Server 2016

Windows Server 2019

Windows Server 2022

Red Hat Enterprise Linux 7

Red Hat Enterprise Linux 8.0~8.4
Red Hat Enterprise Linux 9.0~9.1
Cent0S 7

x64bithR & CHA < 23 L,

xFHEEAE AR DH. V5472 hOSEMEAT B I EMNFTRTT A ARy I 0HREKR
WKL > TEHENES BB ARMEATIVEY, 4. XBEOERARE TR LEEOY—
N—0SZE TR EXW,

xAWSP AzureR E DY 5 RERIE, VMware*Hyper-V, XenServer/k & O{R18{LIRE £
TH., LERBOSLETHNISERTRETY, =200, HEEICEL Td, STk %E
FIRAL CERMEEZTDICHRIILZLT, BEFROMREEGHAMALTIREIRL TLES
(A

2.3 Web7 SO —EH

FWADWebUNZT7 7R $ BEIE. UTDT S0 —%2CHEBLLLEIW,
e Google Chrome (&#hR)

e Mozilla Firefox (&#FhR)
e Microsoft Edge (&#ThR)
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https://www.manageengine.jp/support/kb/Firewall_Analyzer/?p=2189

2.4 R—MEH

FWATERTAR—FBEICDOWVWT., UTORE THERLLEI W,

FAi& R—bhES
8060 (TCP)
WebU {5
ebUl HTTP/HTTPS
DBt 13306 (TCP)
(PostgreSQL)
SSHD 22 (TCP)
syslogt—/\— 1514 (UDP)

21 (FTP : TCP)

Q72774104 VR—
777 ANDAYR=} 22 (SFTP/SCP : TCP)

3FWADtY h 7Py
31 1 VAMN=5—D¥H>O—~K
Windows Z 7z i&Linux DA Y A h—5—IF, U TFDURLA S o vAO—RKRLTLEE

(A
https://www.manageengine.jp/products/Firewall_Analyzer/download.html

4V AM—ILE30B™[IIE. §EMRE L TIRTOMEEZFRATE XY, 308 DFHMES
BARTHR, ERSAMAEVRE2EALAWVGE. BEMNICELELET,

3.2 41 A M=I)LFIE (Windows)

AVAN—=—Z—=T 74D >rO— K&,
LLTDOFIET. WindowsIRIEICFWAZ A VA M—ILL E T,
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https://www.manageengine.jp/products/Firewall_Analyzer/download.html

1. 41 VA —5—7 74 )L [ManageEngine_FirewallAnalyzer_64bit.exe] %, 1 >~
A b= —=N—(lEE

2. BV Vv IO EEREERTET
PUF AR 4P =RIZHE>TA VA ML ZITVWET,

ManageEngine Firewall

Welcome to the InstallShield Wizard for
ManageEngine Firewall

This wizard will install ManageEngine Firewall on your
computer.

It is recommended that you ext all Windows programs
before running this setup program.

Click Cancel to quit setup and close any programs you
have running. Click Next to continue with the setup
program.

< Back Next = Cancel

3. AV AKIR () =&K&, [Yes] 20U v s

(C) ZOHO Japan Corporation. All rights reserved.



ManageEngine Firewall

License Agreement

Please read the following license agreement carefully.

Press the PAGE DOWN key to see the rest of the agreement.

II'ERMS OF SALE FOR MANAGEENGINE SOFTWARE PRODUCTS

1. Your Acceptance of the Terms of Sale

Thank you for visiting the Zoho Corporation Private Limited ("we" or "Zoho™) website,
www.manageengine.com (the "Website™). This document ("Terms of Sale") is a legal
agreement between you or the entity that you represent ("you™) and Zoho, and governs
your download and purchase of ManageEngine software products from the Website.
PLEASE NOTE THAT YOUR USE OF THE WEBSITE TO DOWNLOAD A SOFTWARE
PRODUCT CONSTITUTES ACCEPTANCE OF THE TERMS OF SALE, AND TERMS AND
CONDITIONS OF THE END USER LICENSE AGREEMENT PROVIDED BELOW. IF YOU
DO NOT AGREE TO THE TERMS OF SALE, OR TERMS OF THE END USER LICENSE

Do you accept all the terms of the preceding License Agreement? If you Print

accept this agreement.

select No, the setup will dose. To install ManageEngine Firewall, you must - —

4. A VA M=IVET NI —%IBE
T 7 #JV M TIE, [C:\Program Files\ManageEngine\OpManager] (24 > X
h—ILEINZET,

(C) ZOHO Japan Corporation. All rights reserved.




ManageEngine Firewall

Destination Folder
Select a folder where the application will be installed

Click Next to install in this folder.

Installation Wizard

Destination Folder
C:¥Program Files¥yManageEngine¥OpManager

To install in a different folder, dick Browse and select another folder.

< Back

Next >

You can choose not to install ManageEngine Firewall by dicking Cancel to exit the

Browse...

Cancel

MEe

5. WebUlICIERR T 57D DWebt—/N\—FHR— NBESAEBE
FI7 4L MR—FES : 8060

(C) ZOHO Japan Corporation. All rights reserved.




ManageEngine Firewall

Port Selection Panel
Enter the Web Server port

please specify the same here

Firewall uses 8060 as the default web server port. If you want to run it on a different port

X

™

WebServer 8060

< Back

Next >

Cancel

6. BEIEIR (Registration for Technical Support) % A73

%2 v 7

(C) ZOHO Japan Corporation. All rights reserved.




ManageEngine Firewall

Registration for Technical Support (Optional)
Enter Your Details below

Name
E-mail Id

Phone
Company Name

Country -Select-

By clicking 'Next', you agree to our Privacy Policy.

< Back Next =

MEe

Skip

7. FATZT—9N—%ERL., [Next] 20w ¥
FWAIZIE. PostgreSQLA /Yy KILINTWE T,

xMS SQLZEIR Y 5155, BERDATHEIABL TLLEI W,

(C) ZOHO Japan Corporation. All rights reserved.




8.

Select the backend database for Firewall
Firewall supports SQL Server version 2008 and above

Click next to continue

(® POSTGRESQL (Bundled with the Product)

(O MssaL

< Back

Next >

Cancel

TUFIAIAY T MCBET 254 700 %R

AVAMN=IHY—NR=LT, PYFIAIVRY I NNy I Ty TV T NafEA
T2HE. T—INR—ROEEICHEEZRIFTAIREMENH DD, 1 VA M=
7 # L4 — [ManageEngine] £&%& 7V FIAINAY T NNy I Ty TV

hDXRMSERA L TSI,

(C) ZOHO Japan Corporation. All rights reserved.




9.

Select the backend database for Firewall
Firewall supports SQL Server version 2008 and above ME

ManageEngine Firewall X

0 Antivirus scanners interfering with database files may affect normal
functioning of database. Define exception for the
C¥Users¥Administrator¥Desktop¥FWA¥125334¥0OpManager
directories in the antivirus scanners.

OK

< Back Next = Cancel

[InstallShield Wizard Complete] A&k "INz &, 1 VXA M—ILETTT,
[Start Server] ICF v V%2 ANTIKEET [Finish] #2v o 33&, H—E
A& LTFWAREEILE T,

(C) ZOHO Japan Corporation. All rights reserved.




ManageEngine Firewall

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed

[ | view Readme

Start Server

Firewall will start now once you dick finish.

ManageEngine Firewall. Click Finish to exit the wizard.

Technical support: fwanalyzer-support@manageengine.com

< Back Finish Cancel
3.3 1 VX M—=IVFIE (Linux)
AVAN=5=T74)V&SF U rO— &,
LUTOFIET, LinuxRIEICFWAZ A VXA h—JLLZET,
1. 41 VA M—>—7 74 )L [ManageEngine_FirewallAnalyzer_64bit.bin] %=, 1~

A b= —=N—(lEE

2. UTFDAXT Y REBEIL, 1 VAN —=—5—T7 714 IILICETHERZ LS
a~< >~ K : chmod a+x <file-name>

3. UTFAETFTL, 1 VA M—ILEFHA
./ManageEngine_NetworkConfigurationManager_64bit.bin

(C) ZOHO Japan Corporation. All rights reserved.




4 ./ManageEngine_Firewal |Analvzer_B4bit.bin
v install...
the JRE from the installer archive...
Unpacking the JRE...
Extracting the installation resources from the installer archive...
Configuring the installer for this system’'s environment. ..

Launching installer...
Graphical installers are not supported by the VM. The console mode will be ws
ManageEnzine FireWal |Analyzer (created with [nstal |Arvwhere)

Preparing CONSOLE Mode Installation...

Int roduct ion

felcome to the InstallShield Wizard for ManageEngine FireWal lAnalyzer.

A comprehensive N irk, Systems, and Applications Management product that is
easy-to-install, ~to-use, and extremely affordable,

For help on instal lation, refer to http:

com/products/opmanager/help/ instal lat i--|-| .:-.ui.- Je .-.-"'i||- Jex. | |1. ml

The InstalIShield Wizard will install ManageEngine Firelfal |Analyzer on yor

computer. To continue, click Next.

RESS <ENTER> TO CONTINUE: [

T4V AKIA (REE) zHRBR. Y] 2AA0LTwRT

(C) ZOHO Japan Corporation. All rights reserved.



14, GENERAL:

are a resident of the United States or Canada, this Agreement shall be
vy and interpreted in all respects > |aws of tl o
hout reference to conflict o principles, :
sreements entered into : ¢ .

California between California res
try, this ! ment shall b

blic of In wut reference to conflict o
s such laws are applied to agreeme ntered into and to be
performed entirely within the Republic of India b esidents of the
Republic of India. If vou are a resident of the Unit tates or Canada, vou
agree to submit to the personal jurisdiction of the courts in the Northern

PRESS <ENTER> TO CONTINUE:

District of California. If vou are a
to submit to the personal jurisdiction o
onst itutes the entir
ommun icat ions, underst:
or modification of this 11K :
d signed by both partie any part o
d or unenforceable, the remainder shall be interprete
ffect the intention of the parties. You shall no
vour application containing the License ware
export regulations and applicable laws
regulat ions.

DO YOU ACCEPT THE TERMS OF THIS LICENSE AGREEMENT? (Y/N):

HEIEIR (Registration for Technical Support) Z{E=ICAAN
x [N] #ZAAL. ZFvy 77

AVAMN=IT4 LI NINRR%EZFEL. WebUlIZHEE#KT 27D DWebH —/N—
AR— M NESZIETE

- 57 # )L /YR : Jopt/ManageEngine/OpManager

- 774 J)L M R— NES : 8060

(C) ZOHO Japan Corporation. All rights reserved.



=r for technical su /M) (Default: Y): n

CEPT THE DEFAULT

iew the fol low

= Firellal | &nalvzer

7. AV AMN—IVIEHR =R L. Enterz V) v Y
[Firewall Analyzer has been successfully installed] AA&XRRINBE, 1 VR
|\ _)l/;TﬂGTtsj_o

(C) ZOHO Japan Corporation. All rights reserved.



ine Firelfal | A

ENTER> TO INSTALL:

EADME . htm|

3.4 P14 YA M=IFIE

Windows D&
LLTFOFIET, PVAVAMN—ILEEBLET,

1. FWAZ{EE%, WindowsH—/N—@ [a¥ bO—I/\xL] - [TOTILE
Beel &R
2. [ManageEngine Firewall Analyzer] %##EIRL. 74 VX b—ILZZEST
3. PVA VAN —IAEBAETH, 41 VX M—IL 7 # )L — [ManageEngine] %
HIBR
XA VA M= T T —ZHIBRTERWGERICE, §RI9vx—Yv—HDoEETO
ERAZEEIELE HIBRLTCEIWL,

LinuxDZ &
LTOFIBETCT7 VA VAMN—IEERBLET,

(C) ZOHO Japan Corporation. All rights reserved.



1. FWA%{Z1E
2. 1A M=I)LT 4 L% bY [ManageEnginel % iR

AEE)&EIE
4.1 #oEh, BIEICBAT 2 FEEHEE

o EHAMVCAVTFUVRAEFIILY, Y—N—%2HiEET 5155, FAIICFWA%Z
FIEL/LTERTZLOBEVLET,

o FWAEZIE L TWAVRRETREREMICH —N—DFLTDE, BRT—IR—
ADIET B EEEELHY £ 7,

o 7T —vavBH/IEL, Y—EARBHEH/IELIZ. WTNIANMNDDAEETENRE
LTLKEIW,

T r—vaviE#aEmLAEBEIcE. 7TV S—YaviEEE,

H—ERABFEERELALBEICIE. Y —EXELEDOERESBEWVNLET,

4.2 Windows (GE2Eh)

XY RAIIZ—Tv—T, UTFO7O0EZAPHEL TWAWT EAEFHRICHESRLTLE
T LY,

- java.exe

* wrapper.exe

- postgres.exe

- FirewallAnalyzer Traylcon / OpManager Traylcon

PFrVo—2avigs

1. aAvy R7Or 7 N EEEERTER
2. 1A N=)L7 #)LY— [../OpManager/bin/] IZ:EH%
3. [run.bat] #2417

EVa—ILDFEAPAADERIBINE T,
FHHARAADNTTTEE, LTFOEOIBRAYE—IDBRRRINET,

Server started in:: [37028 ms]

(C) ZOHO Japan Corporation. All rights reserved.



Connect to: [http://localhost:8060]

—EX

A VAN =ILFBISA>TA VA M=ILT B &, FWAIZWindowst —ERX & L TEE)
TEHEINET,

1. Windows® [Or hO—Jb/Ax)L] o [BEY—IL] - [H—EZR] &R
[EEY—I] ARODSARVEEIE. servicesmsck W [H—ER] %#i2E

2. ¥—EX—EICZ ManageEngine OpManager] HW'FEd 5 I & =R

3. #—E X [ManageEngine OpManager] #ZERL. [H—EXDOFEIE] %7
)y

LIS LTWebUNZ TV ERATES LD ICRYET,

4.3 Windows ({31b)
TPV r—>avEik

1. Ay K70V 7 N = EBEERTES
2. 1A M=)L7 #)LY— [../OpManager/bin/] IZ:EH%
3. UTF2oma~v Yy R&JEICEST

shutdown.bat

stopPgSQL.bat

H—EE1E

1. Windows® [OY hO—Jb/ix)L] o [BEEY—I] - [H—ER] %ER
BEY—ILHROHLRWNGEIL servicesmsck Y [H—ER] %iEE

2. H—EX—%&IC ManageEngine OpManager] N"%EEY 5 I & & HER

3. #¥—E R [ManageEngine OpManager] #®E{RL. [HY—EZADEIE] %275
)y 9

2L, YRV RX—I v —TUTOTOERAP’EFEL TWAVWI L 2R LT E
[ AW

(C) ZOHO Japan Corporation. All rights reserved.



- java.exe

* wrapper.exe

- postgres.exe

- FirewallAnalyzer Traylcon / OpManager Traylcon

4.4 Linux (G2Eh)

PV 5—>a Vi

1. BIEEER (root) T, 1 YAM—=ILH—NR—ICT7I R

2. 1 VZAM=)LT 1 L% MY [../OpManager/bin/] &

3. [./run.sh] %347
EV1-ILDFRAAADEHBINE T,

HARAADTETTDHE. UTDEIAX vy E—IDRRINET,

Server started in :: [37028 ms]
Connect to: [http://localhost:8060]

—EX
UTDFIRET, Y—EXRBERLLOWTICREE ZTVWET,

1. EEEMER (root) T. A VAM—JLY—N—IIT7 V€
2. 1 VAM=ILT4 LU MY [./OpManager/bin/] IZE
3. UTFDaAY Y REEITL, Y—ERE LTESKR
/linkAsService.sh
4, LFOIaX Y KESEILEH
systemctl start OpManager.service

BEEORT—F RE, LLTFDIYY FTERLEY,
systemctl status OpManager.service

(C) ZOHO Japan Corporation. All rights reserved.



4.5 Linux ({£1L)
PV r—avEik

1. EEEMER (root) T, 1 YVAM—=ILY—N—IIT7 V&R
2. 41 VAM=JLT1 L% MY [../OpManager/bin/] IZ&#
3. UTF2oma~ Y REJBICET

./shutdown.sh

./stopPgSQL.sh

H—ERELE
1. BEERER (root) T. A YA M=JILY—N—|IZT7 I ER

2. UToa~vy RESE(LELE
systemctl stop OpManager.service

FLEBDODRT—FRE, UTOIYY RTERLET,
systemctl status OpManager.service

5 #IHAER E
51 Web2 547 MNADTVEA

FWA%E&%. Web2 54 7V AT IEALET,

1. 123Web7S0H—EH] ICBBDO TV —%2RAE. UWTFOURLTT7 7R
http://</R A N/ —/X—IP7 K L R % /= |dlocalhost>:8060
% 8060] ET 74/ MNDKR—PFMESTY,

2. A4 VEERDKR R ZHERE, 1—F—%., XAT7—RzAH
77 # )L k : admin/admin

(C) ZOHO Japan Corporation. All rights reserved.



Firewall Analyzer

52 54 Y RAEHA (RF1—Y—@EIF)

FWA%Z Z2 L1 —H—#RICIE, Y514V ABYELY CZHUARBICKLCESA
YR T774) (xml) ZTRHEELF T,

SAEYIT7AIVEZEER. UTOFIETCSA Y RABERAEITVWET,

1. FWAICE A V%, BEALEDVILIY KFAAVEI )Y Y

2. [Z4€v2xFHF] 9720y oL, [BR] &Y. BATZZ1LEVRT7
1)L % &R

3. [Z14tvrx&EE®R] 20 )v o L. #EA

Avt—=Y (S48 R 771405 BBRALE L] OFXRTFEEREL., [BR] 47T
LRIEHR (A1 EVRYM4 T, ttd. ERUREER. BWHRE) 2R L TKE
T LY,

TENABRB LT TM BV RARITICEAT 5 AR, HHSMEABHROFTT

B I,
EI&4E  jp-license@zohocorp.com

(C) ZOHO Japan Corporation. All rights reserved.



53 A4 YIRAT7— ROEHFE A —IY—/IR—RE

FWAICOZY A4 V., admin2—%—7ho > hOOTA VIRRAT7—ROEHFE X —)L
H—N—DREEERELET,

A YIRRAT—FDEEICDOWT

[E] - [—WEE] - [1—¥—E] - [1—%—] BECcadmin1—F—%2
yy oL,
RO/ 27— RFERELTRE L,

i#f Firewall Analyzer

Fyak—F A2 By ~ 7S IL—ILER I2TSA7ER 'R W H7R— hEKRED
—RERE F+4AH - FWAH—)(— SAFTI wE tFaUF« Tt
X — )Lt —) (5 e
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